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Welcome to MyHomeWorks ™! This website features practical tools and information to help
you protect the systems that run your home, save you money and get technical support when
you need it. If's free as part of your homeowners policy.

Save Energy Save Money

Discover ways to oplimize your
home’s efficiency. Get smart home
and cyber security fips and mare.
Start zaving energy and money now.

Prevent common home systems and
equipment failures. Protect against
cosfly losses. Prepare for life’s what
ifs. Help is here.
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It's inevitable. At some
point, your heating or
air conditioning
system will stop
working. It may cost
hundreds, even
thousands to install a

replacement or pay for repair parts and labor.

Did you know your typical homeowner policy doesn't cover breakdowns to
these important home systems?

You may have product warranties, but they pay for parts only, and they expire
Home service contracts and extended warranties are expensive and exclude
many types of breakdowns. All come up short. Yet with sensitive microcircuitry
now controlling so much of our home equipment, breakdowns are more
commeon than ever.

That's why Home Systems Protection is different. It's whole-house protection, it
covers both parts and Iabor for a wide range of home systems and
technologies, and costs just pennies a day.

Home|(System Protection
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This important and valuable coverage may be available to you as part of your
homeowners policy. If you're not sure if you're covered, call your agent or chat
with us to find out.

What's Covered?

Essential Home Systems

Every day you rely on essential and costly home systems for heating and
cooling, electricity and hot water. Home infrastructure breakdown coverage
protects permanently installed systems when a sudden mechanical or electrical
accident, such as a power interruption, causes a failure.

Underground Service Lines

It can come as a shock to learn you're responsible for repairs when a water
pipe, power or waste disposal line, or cable on your property fails or is
accidentally broken. The fix often requires costly excavation. You can get
coverage for the cost to repair or replace the broken line, but also other outdoor
property damaged by the service line failure.

Other Coverage Features

Losses can go beyond physical damage to equipment. What if you can't stay at
home during repairs? How much will it cost to expedite repairs? Home Systems
Protection covers these costs and pays beyond the loss amount for a more
efficient or environmentally friendly upgrade.

.
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@ What Can Go Wrong
Essential Home Equipment
Home systems provide the essential comfort and conveniences of daily
living and home operations. When they don't work, see how
inconvenient lack of coverage can be.
Service Lines
Service lines that bring utilities such as water, waste disposal and
natural gas to your home from the street are easily damaged by tree
roots and freezing. Did you know that more often than not, failures
occurring on your property are your responsibility to repair or replace?
Both can be very costly.

Other Coverages

Other features available as part of your homeowners policy may pay
claims beyond repair or replacement costs for equipment or service lines
or repairs to landscaping damaged due to service line repairs.

Ramona
Essex, NJ

This coverage is essential if you own a home.

| recently purchased this coverage when | bought my new house and boy am |
glad | didl Cur water line was damaged when a contractor hit the line. |
submitted my claim and the payment covered the cost of my landscape repairs
saving me $8,500

@ Copyright 2021
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What Can Go Wrong

Essential Home Equipment

HVAC

When a homeowner's HVAC unit was not cooling properly, the repair company found the compressor moter for the HYAC unit
had seized and the compressor had to be replaced. The replacement compressor's covered cost: 5900.

Furnace

Arepair company discovered that a cracked heat exchanger was causing soot to escape from a home's furnace and vents. The
furnace was cld and no replacement for the heat exchanger was available, so the furnace was replaced. The covered cost to
replace the furnace: 33.513.

Boiler

An cld boiler in the basement was leaking from the bottom. Low water had caused overheating and several seclions had
cracked. Since no replacement sections could be located, the whole boiler had to be replaced. The covered cost of
replacement. 53,019,

Pool Filter System

A homeowner noficed his pool's filler had stopped running. The repair company confirmed the filter pump motor had shorted cut
internally and the motor had te be replaced. Covered cost to replace the motor: 3501,

Water Heater

A homeowner found the waler heater in the basement leaking profusely. Repairmen confirmed the boitom of the cil-fired water
heater had ruptured and the whole unit had to be replaced. Covered cost to replace the water heater: 33,200,

Water Softener

A home's hard, discelored water was caused by an internal short in the water softener system’s confrol board. The unit was
stuck in the regeneration cycle, allowing iron and sulfur to contaminate the water supply. Covered cost of service and system
replacement: 53 832

Service Lines

Other Coverages

Helping Your Home Work & Cogyright 2021
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Essential Home Equipment
Service Lines
Sewer Line
Repairmen called about basement water found a backed-up sewer line and excavated the front yard. Tree roots invading the
terra cotfta sewer piping in several places caused the line to collapse, requiring sewer line replacement and landscape repair.
Covered cosis: 55 049.
Septic Line
Excess water and foul odor near septic tank friggered a repair call. A camera snaked from house fo septic tank revealed tree
roots had caused the line to crack and collapse. To replace the line, frees and shrubs had to be removed and replaced. Cost of
210,161 paid to 310,000 limit.
Drain Line
Ingpecting water in a basement, a repairman coenfirmed the drain line leading from the basement through the yard had cracked
and collapsed due to tree roots. A total of 140 feet of piping had fo be replaced in the yard. Covered cost: 54,000,
Electrical Service Line
After a home's lights suddenly brightened. light bulbs broke and TVs were damaged, the utility found the neutral line buried in
the yard was severed, causing a power surge in the house. A temporary line was installed until repairs were completed.
Covered cost: 55,093
Other Coverages
Environmental Efficiency Upgrades
When an old water softener seized and replacement parts were no longer available, instead of replacing it with a similar unit
priced at 3750, the homeowner opted for a more energy-efiicient model and received 31,125 (150% of 3730 for the upgrade,
plus the cost of labor.
Additional Living Expenses
When a sirange odor in the house made two family members sick, their doctor diagnosed Carbon
Monozide poisoning. Repairmen found a cracked heat exchanger and the old furnace had to be replaced while family members
stayed in a hotel. Covered furnace and hotel costs: 54 573,

Helping Your Home Work @ Copyright 2021
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Home Efficiency Center

Jump To

an equipment categary

The appliances. elecironics and systems in your home use a lof of energy o keep you comfortable, safe and entertained. The information on these pages will help you
manage home energy consumption better. Leam how to select, use and maintain your household necessities to maximize efficiency and savings and make your home a
little greener.

@ Helping Your Home Work

Appliances and Electronics

When is the right time o
replace an old appliance? What
are some simple staps to
improve their efficiency? Is your
TV or computer using more
energy than neceszary? Get
the facts.

Home Systems and Structure

The efficiency of heating,
cooling and water systems,
roofs, windows and other home
structures has a huge impact
on the size of your ufility bills.
Find out what you can do fo
boost efficiency, reduce energy
use and lower your costs.

Utilities, Communicationg
and Alternative Energy

The eld rules about where we
get power, fuel, phone service
and Internet access are
changing daily. Stay on top of
the oplions so you can decide
what's right for you and your
home. You'll find helpful, up-to-
date information here.

'

Search All

EMy Connected Life
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Energy Efficient Strategies

Te confrol your energy cosls,
create a master plan to boost
efficiency throughout your
heme. Sound overwhelming?
Take a look at these simple
strategies for energy efficiency.
And take it a step at a fime.

My Connected Life

Comfort, convenience, cost
savings and security in your
connected home. Cyber
security tips for you and your
family for all aspects of life. Get
info here.
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Home Efficiency Center List
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3 Alr Conditiones - Wndow Colling Fan
An air condilioner may be permanenty instaled, bul is oflen irstalled 2nd Ceding fans are high-volume, low-speed air droulalors, moving an average
removed seasonally, Humid air reguires more enengy to oool.. of &,000 oubic feet of air per minute. [nwinter months..

Clothes Dryar - Becirnic Clothee Drysr - Gas
Clathes dryesrs consist of an eectic motor attached by a drive bell ina A nestural pees or prapane gas-powened clothes dryer consists of 2 metal
rodating drum where the dothes ane dried. Bedicl heatrg... hausing with an aooe=s door ard a rotating dram within_.

Computer & Prinfar DV vtz Fosar
A home computer consists af memany and integrated circuits, and ils central Mast dishwashers have pulloul radks 1o hald e ariides 1o be weshed, The
processing unil execules instnucions and nrs softaane... racks slide on rails or casters mounied on the_

Fireplacs - Gas Garage Door Opensr
Maslural gess and propane fusded (gas) ireploes proade wermth and A gerage door apener consists of 2 power unit thal conbains an eednc
aesthelics withoul the mess assodated with wood, pallels or— malor hal is atlached to o trads $hal guides the door_.

Microwave Range - Elsciric Stovedlven
Microwane avens heal using microasse radiation. A magnetron ube The range’s elecinc siowsiop contains heating elements, or bumers. They
generales micowaves inside the unil causing oetain moleoules are shaped Bke flat ooils. The tenperaiure s controlled by

Ranps - Gas StowaiOven Refrigerator - Freazars
A g range uses apen-flame siovelop bumens. Each bumer has a heawy Combination refrigerator-freseers ane designed o mainkain safe food
czrst inan frame placed abose it o supporl pots and parns_. siorage a1 37F in the refriperator compartment and 5°F in the...

Stand-2kone Freszer Tedavizkon
A slrd-lone freeser is designed o maintain safe frozen Tood storsge al Meardy all ielevisions soid today are thin, lighl-weight units el wse digital
0°F. Thezses Feserers ane aflen localed in $e kitchen... signals in displry a vivid color, flal soreen picluee wsing.

Thermaoatat washing Machins
A thermostat & simply 2 lemperstune sersilive switch, 1L shoses the oarment There are bwo types al washing machines: The lop loeeding and the front

ambient temperatune at the locaion aof the femastal... loesding. In the top loading, or impeller type, the impeller._
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Air Conditioner - Window

How It Works

Window air conditioners can be installed permanently or seasenally. They use an indoer and cutdoor coil -
along with a set of fans - to cool your room and remove heat. It generally takes more time and energy to cool
hurnid air than it does to cool dry air. Fer efficient mobile cocling around your heme, consider a portable air
cenditioner.

What Can Go Wrong?

If there's a problem with your air conditioning unif, you'll be the first to know. When the heat seis in, it's
important to remember that a dusty filter is the most common and easily selved problem you'll run into. In rarer
cases, the interior and exterior coils may need cleaning.

If your room isn't cooling within five minutes - and the air filters are clean - get a professional diagnosis. There
may be a problem with the refrigerant charge, compressor, condenser or fan.

Environmental Impact

‘Window air conditioners typically use between 5,000 and 8,000 British Thermal Units per hour (BTUh). Even a
5000 BTU air condifioner can emit large amounts of carbon dioxide {CO;) over the cooling season, so it's
important to maximize efficiency when you can. Check ouf our energy conservation fips to save money and
protect the systems that run your home with simple solutions from MyHomeWorks ™.

@ Helping Your Home Wark

TH Maintenance Tips

» For safely, always unplug the unit before

Tips & Tricks

performing any maintenance.

Replace your indoor air filter every two
months for crisp, frigid cooling and maximum
efficiency.

Inspect the indoor and outdoor coils every
maonth during the cooling season and clean
them if necessary. Remove excess dust and
dirt with a paint or vacuum brush and then
run your air conditioner on its coldest setting
to loosen and rinse away any leftover dust.

Inspect the outdoor end of your window air
conditioner to be sure it's free of obsfructions.

ﬂk Loss Prevention Tips

Where possible, plug the unit into its own
dedicated outlet with a sufficient amperage
rating. This will help you avoid malfunciions
due to overload or circuit breaker tripping.

(_'.i Energy Conservation Tips

Avoid opening the windows in high-humidity
weather, since humidity requires more energy
to cool.

& Copynight 2021
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Ceiling Fan

How It Works

Ceiling fans can make any room more comforiable without actually changing the temperature. Set your fan to
rofate counterclockwise in the summer months te project cool air and creafe a *wind chill” effect. For the most
efficient heating in the dead of winter, reverse your fan's rofation fo redistribute warm air throughout your
home.

What Can Go Wrong?

Ceiling fan pull-cerds are a common peint of failure you might run inte, but they can be repaired or replaced.
Small fans are particularly susceptible to motor failure caused by low vollage, especially during peak air
conditioning season.

Physical damage to the blades or other key components may create unbalanced airflow. In these rare cases, it
may cost more o repair your ceiling fan than to replace it.

Environmental Impact

Modem Ceiling Fan sizes range from about 29 inches to 54 inches in residential units - 50 inchesiz usually
sufficient. Ceiling fans are low energy consumers, especially compared to air conditioners. Use your fan to
supplement air conditioning for comfortable living at a reduced cost.

@ Helping Your Home Wark
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Tips & Tricks

Tu’ Maintenance Tips

+ Dust off the fan blades to maintain balanced
air flow.

+ Shut off the ceiling fan when leaving the room
fo extend itz life.

+ In the summer, the fan should run in a
counter clockwise direction. In the winter, it
should run in a clockwise direction.

(!: Energy Conservation Tips

+ (Ceiling fans don't actually cool an area, so it's
best to lum them off when a room is
unoccupied fo save energy.

& Copyright 2021
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Clothes Dryer - Electric

How It Works

Eleciric clothes dryers use electrical heafing elements to dry clothes as they fumble around in a rotating drum.
An electric moter and drive belt keep the drum in motion while a flexible duct carries away any remaining
maoisture. Heating temperature and cycle fimes can be adjusted with controls on the top or front of the dryer.

What Can Go Wrong?

Beware of overheating when it comes to your electric dryer. The unit must be able to exhaust its heated air fo
avoid damaging its infernal components. A backup in the exhaust vent can be caused by a buildup of lin. faulty
installation or confined space.

Environmental Impact

The power consumption of most electric dryers depends on the heat setting for each load. The average range
is befween 1800 watts (W) and 5000 W. Operating at 3,000 W for 8 hours each week, a typical dryer would
consume 336 kilowatt-hours (kWh) and proeduce about 1,440 pounds of carbon dioxide (COz).

Gas versus Electric Dryer

Eleciric clethes dryers are easy to install and generally less expensive than gas dryers. However, eleciric
dryers use much more electricity than gas dryers, so they can be less cost effective over time.

@ Helping Your Home Work

Tips & Tricks

T;I Maintenance Tips

« For safety, always unplug the unit before

performing any maintenance.

= Check the exhaust duct and exterior dryer
vent for lint buildup to avoid overheating and

fire hazards.

& Cogyright 2021
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Clothes Dryer - Gas

How It Works

Matural gas and propane gas clothes dryers use a rofating drum and het gas burner fo get the job done. The
dryer pulls air through its vents, across the gas bumer and infe the drum where the super-heated air guickly
dries clothes as moisture is carried cufside through an exhaust vent.

What Can Go Wrong?

The gas dryer relies on temperature sensors to control the drying cycle and prevent overheating. If a sensor
fails, it may cause the unit to shut down. The rofating drum relies en an electric motor and drive belt. Check the
drive belt if your drum stops rotating and replace it if necessary. The hot, linty environment may eventually
cause the electric moteor to fail. Check out our maintenance tips for simple ways fo avoid cosily problems.

Environmental Impact

Gas dryers use electricity to power controls, fans and motors. A typical gas dryer might consume 700 watts
(W) or about 220 kilowatt-hours (KWh) annually - much less than an electric dryer. This would result in about
338 pounds of carbon dioxide (CO2).

Gas versus Electric Dryer

Gas dryers are more cost effective in areas where gas is cheaper than electricity. In the long run, you can save
energy and money by switching fo natural gas. However, gas dryers are typically more expensive and reguire
a pre-installed natural gas line or propane supply to operate.

@ Helping Your Home Work
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Tips & Tricks

T&I Maintenance Tips

Keep your dryer lint-free to avoid longer
drying times and fire hazards. Regular build-
up gathers in the lint screen and exhaust
duct.

The drive belt should be inspecied regularly
and adjusted - if needed - by a qualified
professional.

thl Loss Prevention Tips

Gas-powered clothes dryers should be
installed on a base that prevents vibration.
Any excess vibration can loosen or fracture
the gas line.

Route the exhaust duct without kinks and
bends fo the outside so that lint can escape
without clogging.

@: Energy Conservation Tips

Dry only full loads of laundry when possible:
smaller loads get less done for a similar cost.

& Caopyright 2021
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Computer and Printer

How It Works

Most of us rely on computers every day - but how do they work? A home computer consists of memary,
infegrated circuits and a central processing wnit to execute instructions and run software for the user. Desktop
computers use a separate monitor to view and interact with information and graphics. These screens can use
cathode ray ube (CRT - locks like an old TV screen), liquid crystal display (LCD) or light emitting diode (LED)
technology. The user typically interacts with the computer through a keyboard and meouse. Notebook and
Laptop computers are smaller, porfable versions of the deskiop computer with the computer, screen, keyboard
and mouse contained within a gingle unit. Computers have poris fo enable elecirenic connection of other
devicas to enhance parformance, computer memory and communicaticns.

What Can Go Wrong?

Computers are suscepfible fo computer viruses and power ling disturbances that can cause disruption of
software, loss of data and hardware failure. Computers should always have antivirus software installed.
operafing and updated. Power surges can damage or even destroy your computer if you don't have the proper
protection. If data is critical or is being used for a3 home-based business, the computer should be connected
through an uninterruptible power supply (UPS) to insure continued operation and proper shutdown during
power line disturbances and interruptions.

Environmental Impact

Computers use up to 250 watis (W) while operating and as much as 45 W when in sleep mode. If your desktop
computer runs eight hours a day and sleeps the rest of the time, it can consume up to 990 kilowatt-hours
(EWh) annually, which results in about 1,500 pounds of carbon dioxide (CO;) per year.

@ Helping Your Home Work
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Tips & Tricks

TH Maintenance Tips

Install and regularly update anfivirus software
for safer internet browsing.

Clean your keyboard, monitor and peripheral
equipment.

Change passwords frequently for maximum
security.

z& Loss Prevention Tips

Power your computer through a surge
protector to minimize the harmful impact of
power surges.

Register your software and schedule
automatic updates.

An idle computer can be at risk of infrusion
from computer hackers. Turn off your
computer to avoid this nsk.

(_'.: Energy Conservation Tips

Use sleep mode to significantly reduce
energy consumption without completely
shutting down your computer.

Save energy by turning off your computer
when it is not in use.

& Cogpyright 2021
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Dishwasher

How It Works

Maost dishwashers use sliding racks te hold your dishes while spray nozzles on rotating arms shoot powerful
sfreams of hot water te get your dishes clean. The arms rotate with a connected drive motor and may move up
and down to reach every tray. A heating element mounted on the lower porfion of the botiom rack provides
heat during the drying cycle, and many units are equipped with water heaters to increase the temperature of
the wash water. Dishwasher Detergent is automatically released during the wash cycle. Controls are usually
located on the front of the dishwasher.

What Can Go Wrong?

The most common issue with older units is deterioration of the botiom seal which results in leakage. Cosi to
replace a botiom seal may approach costs to replace the entire dishwasher. Many modemn dishwashers have
controls embedded in a circuit board. If these confrols fail, they are not repairable and must be replaced as a
unit.

Automatic valves control the ratio of hot and cold water based on cycle settings. If these valves fail, the
dishwasher will be unable to operate during the wash cycle. Motor breakdown sometimes makes the
dishwasher inoperable. When possible, replacing a broken motor usually requires a complete removal of the
dishwasher from its location.

Environmental Impact

Consider the cycle settings you typically use: heating cycles have the largest impact on energy efficiency and
cost. A typical dishwasher (1200 watts) might use 30 kilowatt-hours (kWh) of electricity per year (at 30 loads
per month), while producing about 46 pounds of carbon dioxide (CO;). This excludes energy consumptlion and
CO: production frem the home water heater that heats the water used by the dishwasher.

@ Helping Your Home Work

>

L.Q: eQuips

Tips & Tricks

T;I Maintenance Tips

« For safety, always unplug the dishwasher
before performing any maintenance.

« Close all water valves before replacing
components in the piping system.

ﬂk Loss Prevention Tips

« Clean the filter at the bottom of your
dishwasher to prevent water from backing
up.

» Make sure the heating element is not

damaged by protruding cutlery or other
dishes.

& Copyright 2021
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Fireplace - Gas

How It Works

A natural gas or propane fireplace provides the warmth and distinctive beauty of a natural fireplace without the
mess associated with wood, pellets or coal. Gas fireplaces come in three basic configurations: natural vent,
direct vent and vent fres.

In 3 natural vent fireplace, the chimney is combined with a double wall pipe - known as a B-vent flug - which
runs from the fireplace to the exterior of the home. Some models use a firebox or fireplace inzert inside the
larger fireplace to retain more heat and reduce energy cost.

Direct vent fireplaces draw air from ouiside and refurn exhaust outdoors with a flue system. Venis leading fo
the cutdoors can be installed behind the fireplace so there's no need for a chimney. This tightly sealed design
only uses air from the cutside for superior energy efficiency. The airlight system also works to prevent harmful
emissions frem entering the room.

Veni-free fireplaces are the easiest to install and operate; they vent exhaust straight into the roem so there’s
no need for a chimney or direct vent system. However, the main disadvantage of this type of fireplace is the
potential for carbon menoxide (CO) buildup in the air. Excess CO can be seriously or fatally harmful if the
person affected is not removed to an area with mormal exygen and CO content in the air. To minimize this
danger, vent-free systems have an oxygen-defection feature that shuts the fuel gas off when the room’s
oxygen level becomes hazardous.

What Can Go Wrong?

Many gas fireplaces use a small blower to move air and improve heating efficiency. These blowers are
powered by motors that can fail over fime.

Environmental Impact

Gas fireplaces burn cleaner and more efficiently than wood-burning fireplaces, operating between 12,000 and
60,000 British Thermal Units per hour (BTUh). Depending on usage and energy efficiency, they can produce
hundreds of pounds of carbon dioxide (CO-2) annually.

a
@ Helping Your Home Work

Tips & Tricks

TH Maintenance Tips

= A qualified contractor should perform all
installations following the original equipment
manufacturer’s instructions. The contractor
should contact local and state code bodies fo
determine and adhere to all applicable codes
and regulations. It is the responsibility of the
homeowner to understand and comply with
all applicable national, provincial or territorial
and local codes and regulations.

= Have your fireplace serviced annually by a
qualified professional to insure safety and
efficient performance. Typical problem areas
include the burner, fan, venting system, pilot
light and thermosiat.

= Follow manufacturer recommendations to
keep your fireplace safe and warm.

ztk Loss Prevention Tips

= Install carbon monoxide detectors and fire
detectors per manufacturer recommendations
and in compliance with federal, slate and
local codes and regulations.

= Regularly replace the batteries in your carbon
monoxide detector(s).

s Glazs doors covering the front of a gas
fireplace can become extremely hot and
present a serious burn hazard.

& Copyright 2021
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Garage Door Opener

How It Works

A garage door opener uses a power unit and eleciric motor fo lift and lower the door using a chain, belt or
screw type drive mechanism. Counterbalance springs add lifting power while the metal tracks typically guide
the doer up and down along a consistent route.

A garage door opener remote control is pregrammed with a secure digital code to open the door with the touch
of a button via radio signal. Modern garage deor openers are equipped with “safety eyes”, which stop the door
from closing when there are obstructions in the way.

What Can Go Wrong?

The most common problem with garage deor openers is lack of power. If your garage door opener stops
working, check to make sure that the unit is plugged in and that there are no breaks or ground fauli inferrupters
(GFls) that have tripped. If the unit has power, check that the safety eyes are properly aligned, working, and
unobsfructed. Check the tracks for blockage or obstructions. If none of these point to the problem, a circuit
board or motor may have failed. Call a professional fo troubleshoot the problem and make repairs as needed.

Environmental Impact

Motors for garage door openers come in three sizes based on Horsepower (Hp): 1/3 Hp (475 Watits), good for
a small garage door; 1/2 Hp (6850 Waits), preferred for double-doors; and 3/4 Hp (900 Watts) for unusually
large or heavy doors. Direct current-powered garage door openers use less electricity and may include battery
backup for power outages. Operating a typical 173 Hp garage deor opener four times a day uses about 3.6
kilowatt-hours (kVWh) per year and produces about 5.5 pounds of carbon dioxide (CO2) annually.

@ Helping Your Home Wark
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Tips & Tricks

’n!’ Maintenance Tips

Keep the tracks secure year-round: Regularly
inspect and refasien any loose brackets to
keep the door working smoothly.

Inspect and clean the area between your
garage door's photoeleciric safety eyes. They
use a light beam fo detect any obstructions
and reverse the door’s opening when
necessary. Keep the eyes properly aligned
for maximum safety.

Replace the battery in the remote control
when necessary to avoid battery failure and
unexpected lockout.

ﬂl Loss Prevention Tips

The power unit confains circuit boards that
are susceptible to lightning storms and power
surges. Install surge protectors to avoid this
type of failure.

Lubricate metal rollers and hinges every few
years or when opening noise becomes
noticeable to extend the life of your garage
door opener.

& Copyright 2021
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Microwave

How It Works

One of the most convenient appliances in our kiichens is also ene of the most complex. Microwave ovens use
microwave radiation to cook and heat foods from within. A typical microwave has an energy efficiency of 64
percent, consuming about two-thirds of its electricity to heat your foed.

What Can Go Wrong

Microwaves somefimes lose their ability to heat feod for a number of reasens. They may continue fo buzz or
hum without producing any real heat. A professional diagnosis and repair is usually possible, but it may be
maore economical to replace the wnit.

Environmental Impact

Small microwave cvens use between 500 and 1,000 watts (V). Medium capacity units, which are most
commeon, use between 1,000 and 1.500 \W. Large capacity units are designed for heavy use and for cooking
large meals with a range over 2 000 W. A 1000 W microwave used 15 minutes a day will consume about 91
kilowatt-hours (KWh), producing 140 pounds of carbon dioxide (C0O3)

‘@ Helping Your Home Work

T“ Maintenance Tips

« Clean the inside of the microwave frequently
to extend its life and avoid potential issues.
Leftover food particlez absorb energy during
operafion and may cause damage to the
microwave.

= The touch pad controls, door hardware, and
other exlerior tim pieces last longer when
they're clean.

= Protect your microwave from voltage spikes
with a surge suppressor.

Z!X Loss Prevention Tips

= Mever operate a microwave oven without
food or liguid inside. Without something
inside to absorb the high frequency
microwave energy, the energy can feed back
to the microwave itself and permanently
damage the internal microwave magnefron
{antenna).

= Cover food when cooking in the microwave.
This will minimize food spatiering and reduce
the likelihood of clegging componentis and
damaging the appliance.
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Range/Oven - Electric

How it Works

The range’s electric stove top uses heating elements - or burners - shaped like flat coils to provide heat. The
temperature and cooking cycle iz controlled by a series of dials or touch screens. Some modern ranges have a
glass stove top with buili-in elements.

Ranges usually include an oven for baking, roasting and broiling. The electric range’s oven heats up with one
or several electrical heating elements, mounted at the botiom or back of the oven compariment. A heating
element is also mounted at the top of the oven for roasfing, grilling and broiling. Some ovens have electric fans
fo evenly distribute heat for cooking.

What Can Go Wrong?

Ranges are exposed to a harsh working environment. Heat, grease and electric power in zome combination
are usually the cause of breakdown. The stove top oven uses a circuit board that can eventually warp and
crack - even under normal use. Its heating elements can fail because of broken down wiring. but they are
easily replaced.

A serious impact fo a glass-top range can sever connections and render its elements unuzable. In these
cases, glass-top replacement is often less cost effective than replacing the entire unit.

Environmental Impact

An electric range's energy consumplion depends on how it is used: Many families use the eleciric stove fop for
quick meals and the oven for long-term cooking. & typical family of three will use about 1,272 kilowatt-hours
(EWh) every year, while producing about 1,920 pounds of carbon dioxide (CO-) per year.

'@ Helping Your Home Work

Tips & Tricks

TH Maintenance Tips

» Extend the life of your electric range by
keeping it clean. Manually clean the oven
regularly in addition fo the automatic cleaning

cycles.

» Inspect the seal around your oven door. Any
damage 1o this zeal may allow heat to
escape, reducing energy efficiency.

I.'d

'.@..' eQuips

Z& Loss Prevention Tips

» Heating elementz zometimes break down in
stages. If the heating element seems less
warm than the setting indicates, do not wait

to replace it.

» Avoid storing or hanging heavy articles (such
as cooking implements) above a glass stove
top. Even a minor impact from a falling object
can crack the surface, rendering the unit

unusable.
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Range/Oven - Gas l A E. i

How it Works ; ;
Tips & Tricks
The gas range uses open-flame stovetop burmers: each burner has a heavy cast iron frame above it to support
pots and pans. These gas stoves regulate heat with valves activated by dial knobs. Depending on the model,

the knob may double as an ignition switch or there may be an autematic striker or pilot light ignition source. TH Maintenance Tips

Ranges usually include an oven for baking, roasting and broiling. Some ovens use a fan to distribute heat for

» Avoid placing a gas range where vibrations
even cooking.

occur: vibration can loozen the gas line
The gas range is connected by pipe to a propane tank or to a natural gas line, and should be installed by a connectors and eventually cause a gas leak.

licensed technician. L
» Have your gas connection inzpected regularly

by a qualified professional.

» Inspect the seal around your oven door. Any
?
What Can Go wmng' damage fo this seal may allow heat to

Confrol valves regulate the flow of gas in each burner: when those valves fail, the corresponding burner will no escape, reducing energy efficiency.
lomger work. Failure of such a valve may leave the burner in a set posifion.

Any impact to the stove top may damage the bumer housing and causze a gas leak.

Jfli Loss Prevention Tips

» Make sure that the oven's electrical fan is

Environmental Impact spinning freely: noise may indicate a faulty

bearing.
Although the gas range iz more energy efficient than the electric stove because gas heals the food quicker, the 8

carbon footprint is generally the same: they each produce about 160 pounds of carbon dicxide (CO;) per « Make sure that liquid contenis in the oven are
month. covered to avoid splatter which can reduce
heating efficiency, damage components or
start a fire.

(_'.: Energy Conservation Tips

» The gas range is more energy efficient when
the system is kept clean. Inspect and clean
areas that may be splattered on while
cooking.
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Refrigerator - Freezers

How it Works

Combination refrigerator-freezers safely store food at 37°F in the fridge section and 5°F in the freezer secfion.
Some units come with a buili-in ice maker, instantly producing ice cubes from a water line.

What Can Go Wrong?

Eoth units can suffer from temperature drop, causing rapid discolorafion and obvious smells from warming
food products. This can be an indicator of a thermostat problem (failure or improper setfing). compressor issue
or fan failure.

Failure of the ice maker is another common problem. Water may not be getting to the ice maker because of a
kinked or frozen fill fube. a bad tap valve or a defective solenoid. A professional repair technician may be
needed fo diagnose and fix these problems.

Environmental Impact

MNewer refrigerator medels are built for superior energy efficiency: They use about 500 kilowatt-hours (KWh) per
year, producing about 760 pounds of carbon dioxide (COs)

@ Helging Your Home Work
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Tips & Tricks

T“’ Maintenance Tips

« Clean the interior surfaces with white vinegar

and wipe dry to remove mold and

« Manually defrost the freezer twice per year,

or whenever a quarter-inch of ice

mildew.

builds up.

ﬂ& Loss Prevention Tips

« Keep the freezer at least 50 percent full of
frozen foods to minimize starting and

stopping of the motor and increas
efficiency.

£ energy

(_'.= Energy Conservation Tips

» A side-by-side refrigeralor-freezer uses more
energy and has less useable storage space

than a bottom freezer refrigerator.

» Through-the-door features like co

ice dispensers use up to 20 percent more

Energy.

Id water and
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Stand-Alone Freezer

How it Works

A stand-alone freezer is designad to maintain safe frozen food storage at 0°F. These freezers are ofien located
in the kitchen, basement or garage. The two types of stand-alone freezers - upright and chest freezers - come
with different benefits and drawbacks. The upright freezer is easy to organize and takes less floor space while
the chest freezer is typically more energy efficient and can hold more foed per cubic foot. Modern freezers are
equipped with doer alarms to alert you when the doaor is ajar.

What Can Go Wrong?

A sudden rise in femperature can occur, causing softening and thawing of any food you're storing. This can be
an indicator of a thermostat problem, compressor issue or fan failure. A professional repair technician may be
needed to diagnose and fix these problems.

Environmental Impact

High efficiency, medium sized models use about 400 kilowatt-hours (kWh) per year, producing about 610
pounds of carbon dioxide (COs)

@ Helping Your Home Work

Tips & Tricks

Tﬂ' Maintenance Tips

« Clean and dust off the heat rejection coils at
the back or bottom of the freezer to improve
cooling capability and reduce operating costs.
Locate the freezer where air can flow around
the coils.

« Manually defrost your freezer twice a year, or
when a quarter-inch of ice builds up.

Z!s Loss Prevention Tips

« Keep the freezer at least 50 percent full of
frozen foods to minimize starting and
stopping of the motor and increase energy
efiiciency.

= “Your freezer should be located in an area that
is free from extreme temperatures. Ifit's too
cold, your freezer may need heaters for oil
lubrication. If it's too warm, your freezer may
not reach adequate temperatures.

(_'.= Energy Conservation Tips

« Chest freezers are more energy efficient than
upright freezers - they can save you money in
the long rum.

« A manual defrost moedel may use up to 50
percent less energy than an automatic
defrost model.

& Copyright 2021



MAPFRE

INSURANCE MyHomeWorks

Home | Protect My Property | Save Energy Save Money |

Television (Flat Screen)

How it Works

Television technology is improving every day and with new fech comes new advantages and disadvantages.
Mearly all televisions sold today are thin, lightweight units that use digital signals for an eye-popping display
using plasma, liquid crystal display (LCDY) or light emitting diode (LED) technology. The TV remote sets the
channel, input source, volume, picture adjustment and power. Many flat screen TVs include a matching TV
stand for simple use or can be wall-mounted with a separate mounting unit. Although most TVs can receive
over-air digital channels using a digital antenna, they are usually connected fo cable or satellite. Most TVs can
also connect with computers, DVD/Blu Ray players and gaming systems with the proper cables. Smart TVs
connect to your heme Wi-Fi for direct access to enline entertainment like Nefflix and YouTube.

What Can Go Wrong?

Eroken screens, electrical shorls and screen discoleration can be caused by thrown objects, spilled liquids and
other unexpected mishaps.

A plazma TV can suffer from “burn-in®, where a single or common image is displayed for so long that it burns
info the screen permanently. Plasma TVs also lose their brightness through pixel deterioration over time if left
on for too long. LCD and LED TVs do not suffer from burm-in or pixel deterioration. All new TVs can be
seriously impacted by electrical surge and other electrical issues.

Size & Environmental Impact

Flat zcreen TV vary in physical size from handhelds to 60 inches or more. The average power consumpfion is
301 watts (W) for a plasma TV, 110 W for an LCD TV, and 101 VW for an LED TV, A plasma TV left on for five
hours a day would consume 550 kilowatt-hours (kWh) per year and produce about 850 pounds of carbon
dioxide (CO,).

m Helping Your Home Work
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Tips & Tricks

TH Maintenance Tips

» Keep your television free from dust to avoid
problems like electrical shorts and other
malfunctions. Use a soft cloth {ideally
microfiber or 100 percent cotton) fo dust the
surface to aveid scratching.

» Avoid displaying a single image on a plasma
screen to reduce “burm-in®. Some plasma TVs
have an opficn called “white flash™ this option
eliminates bumed-in images but will also
shorten the life of your screen.

« Use a quality electrical surge suppression
device or battery based uninterruplible power
supply (UPS) on the electrical power to the
TV to protect it from electrical power issues.

ﬂk Loss Prevention Tips

» Consider unplugging your television during
thunderstorms and while on vacation: TVs
are susceptible to localized lightning strikes
and power surges.

» Avoid exposing your LCD TV to high room
temperature and humidity, both of which can
shorten the lifespan of your TV. Additionally,
temperatures below 50°F can negatively
affect rezsponse fime and brightness.
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Thermostat

How it Works

Your home thermaostat is simply a temperature sensitive switch. It dizplays the current temperature and your
target temperature. The thermostat is connected to your heating and cooling systems, automatically turning
those systems on and off to reach a target temperature. Thermostats controlling gas and cil heating systems
run on low voltage and are generally located in a central area on the same floor where the temperature is
being controlled. Thermaostats controlling electric heat - commaonly known as line voliage thermostats - are
often located in each room, on the opposite wall from where the electric heating element is located.

What Can Go Wrong?

Thermostats are simple devices that rarely fail. When there appears to be a problem with the thermostat, it
usually furns out to be a problem with the heating or cooling system. However, a faulty thermostat installation
can leave your home heating and cooling systems unable to start. Dirt can also affect a thermostat's calibration
and interfere with operation, resulting in excessive heating or cooling, along with wasted energy and money.

Environmental Impact

A home thermostat doesn't consume much energy on its own, but it does control the most significant energy-
consuming equipment in your home. Energy efficient thermaostat settings can save huge amounts of energy on
your heating and cocling. Electronic programmable thermostats enable varying temperatures fo be set for
different times of day and for specific days of the week. For every degree reduced in heating (or increased in
cooling) over an eight-hour duration, energy consumption and cost is reduced by about one percent.

@ Helping Your Home Work

TH Maintenance Tips

Tips & Tricks

» Dust your thermostat's interior every couple
of years fo eliminate any erratic operation
and maintain a comfortable room
temperature. Use a small, soft paintbrush and
don't forget to clean the thermostat contacts,
which are small metal plates within the unit.
Do not touch any of the inferior paris with
your fingers, as some parts may be
energized.

» For a wireless thermostat, make sure fo use
the right size and type of batieries.

£Ih Loss Prevention Tips

» Programmable thermostats typically have two
types of hold features to lock in the
temperature setting: “temporary” and
“hold/permanentivacation”. Aveid using
“hold/permanentivacation” setting to manage
day-to-day settings. “Hold" and “vacation”
features are designed to be used when away
for an extended period of fime.

» There may be switches on your home
thermostat's base and near its temperature
sensor, and those switches may loosen and
corrode over fime. Tighten loose connections
with a screwdriver and use a cotton swab to
clean away any corrosion.

» Smart thermostals are available and can help
you remotely monitor and confrol the
temperature when you're home or away.
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Washing Machine

How it Work

There are two types of washing machines: the top loading and the front loading. The top loading (AKA the
impeller type) uses an impeller to rotate and scrub your laundry. The front loader has a perforated drum that
rotates at a predetermined speed and direction set by the different washing cycles. The front loading washing
machine uzes less water than a fop loading machine, but is unable to perform a “soaking” cycle where the
maching tub is left full to freat tough stains.

Drums for both types are suspended in a frame within the housing. An imbalance protection system
shuts down the unit whenever there's an uneven load. The washing machine uses rubber tubing for hot
and cold water supply lines and includes a discharge drain to release waste water. The flexible rubber
tubing prevents damage to the piping system from washer

What Can Go Wrong?

VWashing machines uze a drive belt - connected to an electric motor - to rotate the impeller or drum. The drive
belt degrades over time and will eventually cause the machine to stop working. A washing machine repair
fechnician may be needed to replace the belt. The electric motor operates inside a damp envirenment. Typical
motor problems and general degradation can be caused by overly full laundry loads or repeated zlippage of
the drive bell.

Environmental Impact

The difference between a low and high efficiency washing machine is partly measured by the cycle settings
they offer. The load carried in each cycle will also affect the energy consumption. Energy usage per load varies
zignificantly by age and condition of the washer, but a gross esfimate based on six loads per week wil
consume about 996 kilowatt-hours (KWh), producing about 1,530 pounds of carbon dioxide (CO5).

@ Helping Your Home Work
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Tips & Tricks

T;I Maintenance Tips

+ For safety, always disconnect the unit from its
power supply before performing any washing
machine maintenance.

+ Keep the drive belt properly tensioned to
extend the belf's life and reduce wear on the
motor.

+ Make sure the washer door or lid is able to
close properly. The machine will not run if the
door or lid iz not fully clozed.

ZIL Loss Prevention Tips

+ Before starting a washing cycle, make sure
the inner drum moves freely to allow for an
imbalanced load.

+ Keep the discharge filter from the drum clean
to allow draining between loads.
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ABCs of the Connected Home - Where do | start?

Thinking about making your home smart? Here are some things to consider.

Data breach and you
What's a data breach and what can do if you've been breached? Also, what
if you breach someone else’s informafion?

Ransomware
What is ransomware and what you can do to protect yourself.

Social media safety for all ages
Staying safe online is a challenge. Get tips for safe socializing online here,

Water damage prevention
Look for devices with these features to help prevent costly damages.

You've been hacked! Now what?
Things you can do now if you know you've been hacked.

@ Helping Your Home Work
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Buying or selling a connected home
Whether you're moving or it, you'll want fo make sure you think about the

smart devices in the home.

Prevent your connected home from being hacked
Bagic steps to prevent hackers from connecting to your home.

Say Watt?
Using smart devices to monitor and control your electricity usage.

The hub of the home
What's a hub and what does it do?

Ways to wire your connected home
Helpful information to wire for today's connected home and beyond.

ZigBee, Z-Wave...what's the difference?
Home automation technology platiorms broken down for you.
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Connected Home 101

Consider this.....

The temperature outside is -4 degrees and you're heading home from work. You furned the thermostat down to
56 degrees when you left in the morning, but when you get home it's toasty and warm, the blinds are turned
down, the lights are on. and your favorite music is playing. All of this was managed from your smart phene,
which remoiely confrols devices connecled to home systems, appliances and more.

The connected home can align everything from computers, TVs and Wi-Fi networks, appliances, HVAC
systems, door locks, thermostats, garage doors, motion sensors,cameras, water leak sensors, light bulbs and
switches. smoke and carbon monoxide detectors, plugs, cutlets, power sfrips, and music systems.

‘Wondering if you forgot to turn the stove off? Remotely connect to your house to find out. And, even better, if
you did leave it on, turn it off from afar! Away on vacafion and forgot to water the planis? “Your smart plant
watering device will go to work for you while you're away.

Thinking about making your home smart?

The most common metivaiions behind making a home "cennecied” or "smart" are comfori, convenience,
control, cost savings, and security. Once you decide on which goal matters the most to you, the options are
endless.

Home automation solutions largely depend on time, money and technical capability. Since home automation
can cost hundreds to thousands of dollars, you may want to start small with some simple do-it-yourself
devices. Another possibility is to invest in a professional automafion program, which will cost more to install
and maintain. Either option can deliver effective results.

Are you building a new or retrofitting an existing home? If's important to have a home automation plan in mind
that will take you years into the future. Our wiring fips can help.

Do you have kids who are at home during the day when you're not? Motion sensors and cameras can help you
monitor them and provide you peace of mind.

‘Worried about an elderly parent who lives alone? In addifion to wearable devices, there are some easy-to-
install all-in-one devices that can help you communicate, control and care for them from afar.

Our best advice is to define your budget, clearly oufline your needs, do your research, and decide if you want
to execute your home automation plan or if you would rather hire a professional. There are a lot of options on
the market today, so if you can't find a device to suit your needs now, stay tuned. New devices enter the
market daily!

Lastly, some of the systems that theze devices will be confrolling (heafing. cooling, security systems, efc.) may
not be covered by a typical homeowners policy. Click below to see if you have proper coverage or find
coverage through one of cur partner companies.

Related Articles

‘Wiring for the connected home
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Buying or selling a connected home?

Cyber-hygiene tips for a smooth transition

Buying or selling 2 home iz an exciting and busy time. Bafore you move in or out, make sure you practice good
cyber hygiene. If the home contains “smart” devices, you'll want to make sure those devices are properly
transferred to the new owner and that all personal information is deleted from memory.

What are smart devices?

These are devices that can be accessed remotely by a mobile device, or that communicate with the Internet or
other networks such as:

» Security systems or cameras

» Remotely controlled garage doors, lighting, thermosfais
= Smart plugs

» Keyless door locks

« Smart doorbells

= Sprinkler or waler filtration systems

» Appliances

Important information

Many devices require passwords. Most store at least some personal information which you want to take with
you when you move.  If you're buying a smart home, make sure you have all the information you need to
access the devices when you move in. You may need fo formally fransfer ownership to your name to have full
functionality of the device, so don't forget about that during the closing!

@ Helping Your Home Work

T“’ Maintenance Tips

Seller's tips:

Buyer's tips:
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Tips & Tricks

Create an inventory of all connected devices
o give to the buyer

Leave device manuals with the devices
Don't forget remote controls or key fobs
Remove personal info from the device

Reset the passwords to default

Make sure devices are included in the sale

Motify the manufacturer or vendor of change
of ownership

Change all passwords

Make sure the seller's personal info has been
removed

Configure device settings to your preferences
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Data breach and you

Personally Identifiable Information - PII

First of all, let's start with PIl. What is it? Pll is a person’s name combined with a social security or financial
account number. The definition may actually differ depending on the laws of the state you live in. Some states
define PIl to include a username, email address, or a “unigue identifier” when combined with a password,
security guestion and answer, or an “access code” that would permit access fo an online account. For
Canadian citizens, business email addresses are considered private information. And for those in the
European Union, any nen-public infermation that identifies an individual is private, including an Internet
Protocol address.

What is a data breach and what if | am a victim?

i'& Loss Prevention Tips

A data breach occurs when Pl is accessed or acquired without authorization. Laws in forty-seven states,
Canada, the Eurcpean Union and other countries provide for regulatory action and can result in fines or civil
law suits.

= {hange passwords on credit and financial
accounts. Do not use the same password for
all accounts
If you received notification that you are a victim of a data breach. make sure you read the notice carefully to
find out what information was breached and how. The netice will likely provide you with information about how
ta check your credit statement, which you should do and confinue to do on a regular basis. Here are some
other things to do if you've been a victim of data breach. - Be diligent about protecting your mobile
devices, especially if you store PIl about
other people

» Enrollin credit monitoring or identity theft
protection

» Enroll in credit monitoring or purchase identity theft protection. i the company that breached your PII
offers either of these, consider taking advantage of it. The service may not prevent someone from
stealing your idendity, but it will help you to catch any unwanted activity more quickly than you would on « Tum on wo-factor authentication.

our owWn. .
¥ » Talk to your agent about cyber insurance

» Make sure you change your passwords on financial and other online accounts. This is especially
important for any account for which you received a breach nofification.

» Monitor your financial accounts frequently. Be diligent about this!

» Put a freeze on your credit. But before you do. make sure it's the right thing for you. A credit freeze will
restrict access to your credit report and prevent new accounts from being opened in your name. This
might not be a good idea if you are planning a large purchase in the near future, such as a home, car or
furniture. In addition, if you may be looking for a job that entails a background check or you think you
might need to have fast access fo increased credit, a credit freeze may not be a good approach.

Consult the Federal Trade Commission website for information on credit freezes. See our tips section for more
helpful resources.

What if you breach someone else's PII?

Do an inventory of what is on your personal devices. Think about situations where you might have PIl of
someone else.

Do you volunteer as a coach or a classroom parent where you might collect personal information from team or
class members? Do you have a side business selling jewelry. clothing or other supplies where you take credit
card information for sales? Are you a8 member of 2 board where you are in possession of information about
others? You may have personal infermation on your device, computer or in your possession about other
people that you've never thought about before. If you do, you can be vulnerable to a data breach.

So what can you do? Prevention is always the best course of action.

« Securs your mobile device with strong authentication toels. Turn on two-factor authentication if it's
available to you.

= Remove Pll about other people from your devices.
« Securely store or shred physical information about others.

» Think before you act. Be wary of communications that require you to act immediately, offer something
that sounds too good to be frue or ask for personal information.

» Lock Down Your Login, Your usernames and passwords are not enough to protect key accounts like
email, banking and social media. Fortify your online accounts by enabling the strongest authentication
tools available, such as biometrics, security keys or a unique one-time code through an app on your
mobile device.

» Consider purchasing cyber insurance which can cover most or all of the costs of a personal, client or
business data breach. You can consult your insurance agent fo find the right product for you.

Related Articles

You've been hacked, now what? |

a
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Protect your connected home from hackers

Could your connected home be hacked and taken over?

The answer is a resounding ¥ES. How can you make sure that this does not happen fo you? Here are some
bazic steps every homeowner should fake to improve their home security.

Suggested modifications to your router

Generally. we advize to not uzse the router as configured out of the box. Here are some recommendations at "
the top of our security list: Tips & Tricks

= Change the "default” network name on your router. Home routersifirewalls often set the default 351D fo
something that describes the specific hardware i.e_, (Linksys). From a hacker's perspeciive, knowing the
specific hardware platform that you're attacking makes the job easier. Use a random, innocuous name,

T;I Maintenance Tips

) , Here are some more tips for our technical readers!
= Change the preset ‘default’ password on your router. These passwords are well known and well P

documented. Change each admin password fo a strong complex password. « Firewall everything. Set your routerfirewall
to restrict all incoming connections. Only
open ports that are specifically needed for a
device.

= When setting passwords, use upper and lowercase characters. Include at least one ‘special character to
help ensure that brute-force eracking will be harder to do. Do not use any personally identifiable
information in the name {i.e., “Smith Family”).

= Setup a2nd Wi-Fi network. If your router
supports it, set up a 2nd Wi-Fi network
specifically for home automation devices.
Separating the two networks will ensure that

= Include ‘hiding’ or do not breadcast the SSI0.

Disable guest access if a home automation device gets
Allowing guests to access your home network may seem like a nice convenient thing to do, however, you compromised it will not jeopardize your
should be very wary about allowing any “non-authenticated” users to access your network. primary network.

= Disable remofe management. If you do not
plan to manage your routerffirewall remotely
Use the WPA2 to secure the network then you should disable remote-management

acCess.
The older WEP protocol has serious weaknesses and iz easily compromised. While WPAZ isn't infallible, it

does provide a higher lavel of security and iz significantly harder to compromise.

Once the Wi-Fi network is secured

Take a leck at each home automation device you're installing. Securing specific devices will depend on the
individual capabilities of each specific device. Al a minimum, the approach should include the following:

= Generic email - If the device has the capability to notify you via email, set up a generic email account. Do
not use your personal email account or email server.

= Mobile security - Install mobile security software on the devices used to confrol the home automation
devices (i.e.; mobile phone). It's often easier to expleit a mobile application instead of hacking the device
directly.

= Patching and updating firmware -Check for firmware updates on a regular basis and install updates as
so0n as possible.

» Infermet access - If the heme aufomation device doesn't need access to the internet, disable ifs access
within your firewall.

In addition to preventing hacking, you'll want te make sure you prevent other equipment losses from happening
in your home, Click below, fill out our form, and we'll contact you with infermation for your connected home.

Related Articles

| Tips to Make Your Connected Home Secure |
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Ransomware

What is ransomware?

“Ransomware” has quickly become one of the most pervasive cyber risks affecting single user systems to
mulfi-user networks. While there are several versions of the threat, there are many common themes.

Unlike other types of viruses that may go undetecied by the user, ransomware is readily apparent. Once
affecied, a compufer becomes inoperable or daia inaccessible. The virus may either disable the computer or
encrypt the hard drive, specific data or the drive and backup systems.

Awarning appears on the screen that stales that in exchange for a payment, ugually in digital currency such as
Bitcoin, the computer or data will be releazed. The ransom demanded ranges from 3150 to hundreds of
thousands of dollars, depending upon the type of virus, the target affected and likelihood of payment.

Often, the mezsage accuses the user of downloading illegal or embarrassing content that frightens users to ’“I Maintenance Tips

comply with the hackers’ demands without notifying law enforcement. For instance, a common ransomware

message appears to come from the FBI and claims that the user is under investigation for downloading child + Install firewalls, antivirus and malware
pornography or copyrighted content, such as movies or video games. protection

+ Keep software up-to-date
. . . « Back up important dat

Practice good physical cyber hygiene AR mperiant st
» Don't click on links in emails unless you know

» Make sure that virus protection, firewalls, cperating system and software updafes are current. Stop the source and the confent

clicking, “remind me later,” and fake time to install updates.

» Don't download files unless you were
expecting them and are confident in the:
trustworthiness of the source

+ Back up important data, and the more redundant your back ups—within reazon—the better. For a zingle
computer, backing up to a cloud service and a defachable external hard drive or large capacity flash
drive is a simple solufion. Maintain at least cne good copy of your back up data before ovenwriting it with
a newer version. Of course, the more recent a back up is, the less extensive a dafa loss can be. « Confirm the source of emails

» For larger networks, the same principles apply—use more than one back up method, ensure that at least
one of them is stored offline and make sure there's always at least one good copy of your data. This will
minimize the possibility of ransomware contaminating back ups in addificn to the core system.

Be vigilant about cyber

The most up-to-date security cannot protect us if we engage in unsafe online behavior. Practice cyber
vigilance by:

» Remaining security conscicus when reading and responding to email. Don't click on links before you
copy them and google them. Most of the time, if the link is known to spread malware, you will receive a
wealth of responses documenting the dangers of clicking on the link.

« Mot downloading documents—especially word documents or pdfs—that may be suspect. If you're not
expecting a document, don't download it without investigating it first. For example, if you receive an
email that says your item has shipped. but you didnt order anything recently, don't click on the link or
download the attachment. If you receive an attachment from semeone and the email doesn’t contain
other text, that is suspicious. If you receive a document, pdf or file from semecne you don't normally
receive material from, investigate before downloading or opening the file.

» Taking a look at the source of the email—even if the email is from someone you normally converse with,
take a look at the extension to the email and the address itself. Many fimes, hackers change one letter or
substitute a number for a letter in an email address in an effort to exploit our tendency to trust the source
and gloss over details.
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Want to save money on your energy costs? . 5
Doesn't everyone? When you look around the house, what's one of your biggest expenses? Many \ — .
homeowners would say energy costs, which can run into the thousands of dollars each year! Fortunately, & Tricks

there are smart devices available that can help. ps

Remember that quote by Sir William Thompson, "If you cannot measwure it, you cannot improve it"? With

electricity monitoring, it has been proven that the more granular measurements are, the easier it is for T;I Maintenance Tips

consumers fo make ensrgy-management decisions which furns out to be the least expensive way of reducing
energy usage and lowering your bills. Simply knowing detailed information about your eleciricity usage can

lead to behavier changes which can save three to fwelve percent off your bill.  Think about it, if you could
identify the "energy vampires” in your home, would you change how you use those devices?

Simple tips to save electricity and money:
= Leaving the room? Turn off the lights.

= Plug small appliances into power strips and
turn it off when not in use.

Electricity Monitoring Systems « Don't leave the refrigerator door open.

There are different types of electricity monitoring systems available today. Two of these types involve installing
equipment inside the electrical panel in your home and connecting a device to your home's router to facilitate
internet access.

= Method A - invaolves installing components known as Current Transducers (CTs) around the main
electrical lines coming into the house. This will measure total electricity being consumed by ALL circuits
in the home.

= Method B - involves the same thing as Method A but adds additional CTs around circuits of interest. This
allows you to also monitor additional electricity usage for things like:
« electric hot water heaters

» electric baseboard radiators

o« freezersirefrigerators

Costs of the systems vary, but can typically run from 5400 o over 51,000 And, they usually require a licensed
elactrician to install the devices into the electrical panel.

Once the devices are installed, real-time and historical data can be viewed onlineg or through a mobile app.
Infermation like energy trends and esfimates for your next ufility bill can also be provided.

Having this infermation readily available can allow you to make informed choices about electricity usage, which
will translate inte real cost savings!

Would you change behavior if you could save $?

With information in your hands, now you can see how those "normal" things you do in the house translate
to electricity usage. The systems referred to above could tell you how much energy you use for the:

= porch light you left on in the evenings when you're home
= refrigerator door you leave open while getting all the ingredients for dinner
« dehumidifier that's "stuck” on in the basement
= lights the kids left on when they went to school
= long, hot showers your teenagers take
If you knew how much these things cost, would you change your behavior?

Want more energy solutions, tips and coverage for the systems that run your home? Click below far
information.

Related Articles
Reduce My Uility Rates | Energy Efficient Strategies |
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Social media safety for all ages

Social media is a great way to keep up with friends, family and interests. Using social media wisely is part of
keeping yourself and your family safe enline. Here is some helpful information to socialize safely online for all
ages.

For tweens and teens

Whether you're a tween, teen or adult, you probably have at least one social media account. Here are some )
tips to help maintain your privacy and keep your account secure. Tips & Tricks

« Don’t share your password. If you do, change your password if there comes a time when you no longer
want the other person to have access to your account. £Ih Loss Prevention Tips

» Check your privacy settings. If you are able fo adjust the privacy settings. choose the right level to suit

- - - - - - General tips for all ages when socializing online.
your comfort. Only choose o share the infermation you want with the connections with whom you wish P g g

to share it « Control your privacy settings.

« Don’t accept invitations to connect from strangers. Even if the invitation comes from somecne who = Beware of what you share. Don't overshare.
shares a common connection. Your shared connection may not know the person either. If you wish to Consider your personal brand and post
keep your private information private and your computer system secure, at least confirm that the wizely.

invitafion is legitimate by contacting your mutual connection.
« Ponder before you post.

« Ponder before you post. Use good judgment when posting online. Internet content is forever.
Everything you post is prometing you and your personal brand. If a picture or post is something that
would embarrass you, your parents, or your employer, don't post it

s Be leery of unknown callers or email sources.
Don't click on links in emails from unknown
SOUTCEes

» Don't engage in online bullying. If someone posts something negative, disengage.

For seniors

Social media is a great tool for seniors to stay connected and pursue their interests. If you're a senior citizen,
you are among the demographic group which tends to be mere frusting, less technolegically savvy and have
greater financial resources than younger people, making you more vulnerable to Internet fraud and attractive
targets for scammers. Using a few precautions while online can make engaging in social media safer and
more enjoyable. Here are some tips to avoid common scams:

+ Beware what you share. Review your social media accounts and maks sure that they are set to “private,”
so that only your friends and family can see your posts.

« Search your name. Try putting your name into an Internet search engine to see what informafion about
you comes up. That will tell you what a potential scammer weould be able to find. Do the same thing
without logging on to social media accounis and see what others can see about you_ If you are sharing
too much information, go to the privacy settings and resfrict who can see your informatien and what
information they can see.

s Confirm that you actually know your social media “friends " When you receive a friend request, even if
the persen has a friend in commeon with you, confirm that the request is legitimate and that the person is
actually who they say they are.

+ Pracfice caution if you're active on dating sites. Ewven if a dating site is legitimate, the person one meets
may not be. When corresponding with a potential love interest, watch for frequent spelling emrors, fake
photos, prefessing love early in the relationship and avoiding an in-person meeting. Scammers often
claim to be working overseas. Always be on alert for anyone asking for money. Mever send money to
anyone you meet online.

« Be leery of callers. No one from the government will ever call you and demand money or your perscenal
information or threaten youw with arrest or legal action if you do not provide it. If you get a call from
someone claiming to be from the government, ask them to send you a cedified letter. If you actually
receive a letter (odds are that you will not), search for the return address and phone number online and,
ifit's a legifimate address and number, call to follow up. If you receive an email or call from the IRS, call
them direcily at 1-500-829-1040 for information.
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The Hub of the Home

What's a hub and what does it do?

Connected home devices can network in many different ways. Some communicate using radio signals and
others connect directly to the Wi-Fi nefwork. Ultimately they all hook directly, or through a hub, to the home
router for Internet access, so they can be eazily controlled or monitored with mobile apps and websites.

The hub iz a piece of hardware that connecis and communicates with home automation devices. It's like a
brain for the houwse! It coordinates a series of devices that may not otherwise be capable of communicating
with each other. But hubs can do more than just connect devices.

Tips & Tricks

Many hubs are specifically designed to coordinate the home te match the occupant's habits. For example, you
could zet up a schedule using different inputs — such as time of day or lecation tracking. As a result, porch

lights can furn on after 11pm, coffee can be ready before you get up, and the house and garage doors can be ‘“I Maintenance Tips
locked when the you leave.
= Keep your hub updated with the latest

&n issue with smart devices today is some come with their own proprietary hub which only communicates with software. Manufacturers are constantly
specific products. Just like other electrenic systems, smart devices all run on a variety of different protocols or dizcovering vulnerabilities and provide
languages, with rules and standards for communicating. If one device only speaks ZigBes and another only patches and updates. Be vigilant about
speaks Z-Wave, they won't be able to communicate with each other. So, you may be in a situation whers you keeping them updated.

have muitiple hubs. . Products like IFTTT and Stringify can help

Ideally the home will be outfitted with devices that all speak the same language. Or. all you may need in the bridge the gap between disparate hubs
future is your smartphone as the hub. allowing them fo work together

» Be wary about setfing up automated “open or
unlock’ sequences as a mis-configuration
Related Articles could leave your house open.

Home Automation Protocols |

.
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Water damage prevention

Worried about water damage?

Ever come home from vacation to a flooded basement? May sound far-fetched, but it's happenead fo at least
two of us on cur team. And, statistics show homeowners are actually four fimes more likely to have a water-

Tips & Tricks

related issue in the home that something stolen. Think about how common some of these things are:

= Leaking toilets

T;I Maintenance Tips

= Burst washing machine hoses

= Place water sensors on the floor out of the
way of foot traffic. 'We like them under sinks
and washing machines, next to toilets and
So how can a water damage situation be prevented? water heaters, and even around sky light=s
and hot tubs.

» Leaking pipes due to corrosion, rust, or cracks

If the leak occcurs when nobody is heme, then the preblem is usually much worse.

= Make sure the sensor leads are level on the
Water sensor technology ground at a height where the water will trigger

the sensor correctly.
Fortunately, there are sensor technologies available that can detect and even prevent water damage. They ¥

detect a change in the environment, transmit data to the internet and notify you when a leak occurs. Paying = If the water shut-off valve is located far away
attention to alerts on your phone or a quick check of an email can prevent some serious damage from from your hub connected, you may need a
OCCUTTing. repeater to extend the signal to the device.

So how do these technologies work? Basically, there are three categories:

= Individual sensors placed in problem areas — Usually, you'll install these where a leak is most likely to
occur like the base of the water heater tank, by the toilet, by the washing machine, and even by a sump
pump in the case of an overflow or pump failure. These sensors are simple sensors that contain two
lzads that get “short-circuited”™ when water is present. When that happens. you get notified by email or
text. The advantage of this solution versus the next two is that this method does not assume you have
a problem. If the sensor detects water then there is definitely a problem. Look for detectors that have
rope sensors that can reach places for potential leaks can stari.

« Water flow defection — There two types of these devices. One ig installed in the main water line and
reguires a licensed plumber fo install. These sensors typically contain an impeller inside the pipe that
can measure the amount of water flow. The other is mounted on the pipe and can be done without the
help of a plumber. This type of sensor works by detecting temperature differences at two separate
points on the pipe which indicates how much water is flowing in the pipe. The idea behind both sensors
iz that if water is flowing for longer tham normal or is flowing when the house is not occupied, then an
alert will get generated. The advantage of this solution over the first option is that you only need one
sensoer on your main water line versus a variety of sensors placed throughout your house.

» Automatic shut-off valves — This solution usually works in conjunction with one of the two methods
described above. You will need a licensad plumber to install the device in line with the water main. When
a water sensor in either of the previous examples detects water, a signal is sent to the sensor on the
main water line. The sensor confains a ball valve in the pipe which will then close effectively shutting of
the water fo the whole house. The advantage of this solution is that the water damage will be limited to a
few seconds preventing thousands of dollars of damage.

Which method is right for me?
That all depends on the problem you are frying to solve.

If you have a basement that is prone to flooding and you'll have time fo react, then the first option is the least
expensive and the easiest fo set up. You will get alerted immediately when water is defected and you will know
exactly where the problem is.

If you're worried about a leak occurring anywhere in the house where it may not be feasible to place a water
sensor, for example, a pipe behind a wall, or you don't want to place a lot of sensors in multiple locations of
your home, then the flow detection device would be best.

If you're away frem home a lot or have a vacation home that is often vacant, the automatic shut-off solution is
highly recommended.

Whichever water sensor solution you decide to put into play, you'll want fo make sure you have the right
coverage for your water heater, devices and your home. Click below, fill out our form and we'll contact you to
make sure you're coversd.

Related Articles
The hub of the home |
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Ways to wire the connected home

Mew construction or retrofit
‘When constnuciing & nesw home, you hase the ooy of being able o wire for now and the Tulure, B retrofilting,
you meey need o relocte your distribulion paned 0 a location where it will be ey o feed addiional wires. 1o
ather locions in your home.  Either wery, you want i maioe suee you heve a good understanding of your
home aulomation needs o wine for communicaion, enleriainment and securnity.
‘W suggesl the folowing:
»  Develop o plan thal wil supporl your home aulomeation progrem needs now and years. inlo e fulue.
. . - Tips & Tricks
»  Know which devices you will need hard-wired, reguinng an Ethernet cabie, and those $hal can work,
wireless.
«  Consider gutlels, ighl switches, e and emedsinment nesds. T{I Maintenance Tips
»  Don'l forget the common ar Cwine. This is typically reguined for sucoessiul powering of most smart »  Use deep unciion boses |0 scoommodale 2
femmostal models. wariely of swilch sires and exira wires.
A skiled, professional electrican should be able to help advise winng aplions spedficaly for your needs. »  Don'l forged the: common or G wine.
»  Flan fior fulure connedled home needs, not
st ody.
Dion't forget the common wire

Comman wire, or G wire, is nol bypicaly found in homes. Your hame may have 4 wires: G wire (f2n), B wie
{porwer), W wire (hieat), and Y wire (air condilioning].

The & warer k= a fifh wire thal erables the continuous fow of 24 VAC power 1o $he thermostat o eep il
rurming, working in conpuncion with te B wine. Most smoe thermostets need this powes, other themestats
typiczlly run on batlery.
Thez cormmon color standards for wines ane:

»  [Blue ar Black -C, this is e commaon wine

« Red - R - power

« Geen-G-Tan

= White - W - haal

«  Yellow - Y — air condilianer

Related Articles
Connecied Home Basies |
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You've been hacked! Now what?

ow'ver besn hacked. ou eifher 'L access your data or your compuler system is compromised. Fere are a
Herwy fips o herlp you recover.

= Ax guickly as possible: neset your passwords using a diferent computer.  your sysiem fas been hocoed,
thene's & goad chance thal your acivity is being =ent 1o the hacker, =0 1o present a future compromise,
use another, nor-infecied, compuler (o change your passwonds

= Tadl your friends thet you hevve been hacked. Compromised systems and acoounts ane ofien used fo
zend phishing emails 1o contad=. Give your friends nofice 5o they can protect femselees
= Monilor your bank and oredit card acoounts for fracd. B youw don't heee e 1o check your aocounts

E'L Loss Prevention Tips
regularty, consider signing up for credil moniboring or identity thefl probection -

e ALL of your

Al media, emeil, berki
Options for fixing your computer
=  Consider starting over with @ new compuler. B is oflen safer 1o replace & compromised system than o ry

ta fix e prablem yoursslf or hire a professional o do L Somelimes buying new can cost less less than
fiing yowr old meschine! And, you mesy @et an epgrade on performanoe.

= youw stick with your old machine, wipe owt your aid biand drive and reinstal] e software. O, purchorse a
riezwe hiaand drineer 2 il | the operating sysiem and softwere. These options definitely reguine =ome
degree of echnicl skl and plenty of time. Before yow choose ane of these opions, make sore ol you
Framver the: instaliation disks or downlaad inforrmation for your operaling systern and softaceee. 1 you -
purcherse a1 new hand diive, rae =re 0 buy the same size and speed drive you he

n your old ST

= youw stick with your old bard drive, simgly reformatting the dive does naol eliminate the malicioes code.
ou'll need 1o wipe the ald drive using software designed 1o replace the olid dals siored on $he dive with
a differanl character. After wiping the drive, formal it before reinstaling softwaine.

All about your data

Backing up your dala is aksays 2 good plan. Hindsight, howesser, iz 20020, IF yow've been hadeed and can no
onger access data Fal you need or s very valusabile to you, you meay need to hiee a dats recovery or digital
forersmics professional o resiore your data. Before you hire armyone, research altermedtives, iou mey be abie ba
reconsinuct wour data from allermesbe sources, such as erails, daks slices or phota lash cards,

Dl recosery and restorstion can be expermsive. Servces can ange from a fese hundred dollars o several
thousand, and il is unikely to ind armpone who wil puarantes their work. Search for prosiders online, gel
quole in advanoe and chedk. the sevice provider's online reviews and references before making a substar
rivestmenl.

Related Articles
Dt bweach 2
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ZigBee, Z-Wave...what's the difference?

Here's the 411

There are a wide variety of technology platforms, or protocols, that smart devices are built on. Some work well
together, others don't.

Bluetooth

Bluetocth Low Energy (BLE) technology is found in everything from bike locks fo light bulbs to speaker docks,
and somelimes in home automaticn. ELE does not use a lot of power and hag a fairly limited range compared
to other networking protocols, so it's not recommended for devices like security systems and motfion sensors,
which must be connected all the fime.

Thread

A new IP-bazed wireless networking protocol developed by a consortium of technolegy and security
companies, Thread is built on cpen standards and designed as a low-power, “mesh netwerk.” This means one
Thread product will pass the signal along to another until it reaches its intended desfination. This relay system
greatly extends its range. But Thread does not bring together disparate networks.

Wi-Fi

Homes that have a wireless router do not require a hub to connect Wi-Fi-compatible devices. But bandwidih
and response fime may be compromised if the house iz already filled with Wi-Fi-connected devices. Wi-Fi also
consumes a lot of power, soit's not ideal for battery-based smart products like doorbells and locks.

ZigBee

ZigBee is another low-power, mesh-network structure that offers excellent range and speedy communication
between devices and is the enly open, global wireless standard. ZigBee is typically used in products related to
smart enargy, health care, equipment menitoring, remete controls, and home automation.

Z-Wave

Z-\Wave alzo uses a “‘mesh natwork™ and has extremely low power requirements, which is ideal for battery-
operated devices. Z-\Wave is fypically recommended for home security and automation with shori-range
remote functions, such as lighting, heating, metion monitoring, and enterfainment systams.

When connecting your home, make sure you have the right coverage for your devices and the systems that
run your heme. Click below, fill out our form, and we'll contact you with coverage solutions.

Related Articles

Connected home 101 |
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